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W
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S?%
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W
hy%w

ould%you%w
ant%EDN

S?%

• DN
SSEC,%IPv6%(signatures%and/or%several%IPv6%

addresses)%
• Client@subnet%Iden/fier%(iden/fy%query%
originator)%

• DN
S%cookies%(abuse%m

i/ga/on%tool)%
• there%w

ill%be%m
ore%new

%applica/ons%...%



W
hy%is%EDN

S%com
pa/bility%a%

problem
?%

1. Firew
all%blocking%is%indis/nguishable%from

%
packet%loss,%causing%DN

S%servers%to%retry%
uselessly,%slow

ing%response%to%users%
2. Poor%failure%m

odes%can%disable%DN
SSEC,%

m
aking%DN

SSEC@signed%sites%unreachable%for%
clients%using%valida/ng%resolvers%

3. N
EW

%applica/ons%using%EDN
S%m

ay%be%s/fled%
– DN

S%cookies%%(DDO
S%m

i/ga/on%tool)%
– Client@subnet%iden/fier%(CDN

%op/m
iza/on)%



Firew
alls%m

ay%block%the%follow
ing:%

• DN
S%queries%w

ith%AD=1%
• DN

S%queries%w
ith%EDN

S%flag%set%
• EDN

S%version%not%equal%to%0%
• U

nknow
n%EDN

S%op/ons%

“These&firew
alls&are&not&providing&any&‘security’&

benefit&to&anyone&by&doing&this.&&All&they&are&doing&
is&stuffi

ng&up&the&ability&to&deploy&protocol&
extensions.”&
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5@20%Route%53%Firew
all%updated%



W
hat%can%you%do?%

• Test%your%DN
S%services%at%ednscom

p.isc.org%
• Rem

ove%rules%blocking%EDN
S%responses%from

%
Firew

alls%
• Keep%your%DN

S%servers%updated%%
• Keep%in%m

ind%w
hile%debugging%DN

SSEC%
valida/on%failures%


